Background

Social and Economical Problems surrounding big data

m Reasonable benefit for data owner to provide their data

= How to pay for value (P4V) of data with valance of anonymity and risk
Too many attacks and errors

= Outsider attack: once attacked all data compromised

= Insider attack: human error, leakage

Secure and dynamic integration

= Multiple analysis institutions use each privacy policy
Anonymity level cannot be determined uniquely for any data

I \4
— < —S L attacker

Analysis User

institution ‘ l No integration II ——— il

oy ) , . Statisheal g

N 11 / Analysis aristica il

/ % ‘ institution data  User
\

T

i

Data owner — > User

1/13



Overview (purpose, target, ripple effect)

Purposes

mProtect data owners' benefits, establish a secure big-data circulation
platform among owner, analysis institute and user.

= 2 test beds of living safety and medical information.
Research target

= Attack and error tolerance: robust system for outsider and insider
attacks by combining several protections

m Secure and fair P4V:pay for value (P4V), traceability, risk evaluation
m Secure dynamic data integration and collection
Ripple effect

m Establish the big data circulation platform among owners, analysis
institution and user under a win-win paradigm circle

= Establish secure secondary circulation of analysis results of Big Data
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