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Introduction

»" Unique signature (VUF), is a function from the
message space to the signature space under the
given public key.

" This particular property ensures that each message
would have only “one” possible signature.

" From the security perspective, unique signature is
not only EUF-CMA, but also SUF-CMA.

= Adversary cannot even produce a valid signature for an
earlier sighed message.
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Introduction

* There is no reason to verify a signature on the same
message twice.

" Forinstance, if one hasverified a signature on one particular
message, it is unnecessary to verify the message again unless
the signatureis changed.

= A very efficient signer can generate manysignatures forone
particular message. This may simply lead to overload a
verifier to verify manysignatures on the same message.

= Above all:
= Constructingan adaptive CCA-secure IBE encryption scheme
from a selective-identity CPA-secure IBE scheme.
= VVRF (Verifiable Random Function)

* Non-interactive zero-knowledge proofs, micropayment
schemes, verifiable transaction escrow schemes, compact e-

cash, adaptive oblivious transfer protocols,...
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Contribution

" The primary objective of this study is to find a
unique signature scheme with a weaker
assumption (CDH) and a signature of only “one”
group element.

" [n order to give a non-negligible lower bound to our
reduction:
|. We design a dynamic pattern for signature.

Il. The combination of secret exponentsis determined by
the hash of message.

Ill. The forgery contains the solution of the CDH problem
has a specific pattern.
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Contribution

= Malicious signer resistance.

® Find an upper bound forthe number of hash outputs which
resultin the same signature.

= We proposedthe notion of the equivalentset for a signature
and show that the size of an equivalentsetis in a negligible
proportion.

= H-F-H
* To evaluatethe output, a malicious signer has to decide his
public key first.

= H-F-H structureis one-way. Therefore, a malicious signer
cannot compute a message from an equivalentset.

" The design of double hash layers makes a malicious signer
hard to find a candidate for the hash function.
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Definitions

" Bilinear Map. Let G and Gy be two multiplicative
cyclic groups of prime order q. Let g be a generator
of G. Amap é: GXG — G is called an admissible
bilinear map if it satisfies the following properties:

" Bilinearity:forallu,v € Gandx,y € Lq,wWe have
e(u*,vY) =¢ée(u,v)"v.

* Non-degeneracy: we have é(g,g) # 1, where 1 is the
identity element of Gr.

* Computability:there is a polynomial-time algorithm to
computeé(u,v) Vu,v € G.

- Shiuan-Tzuo Shen, Amir Rezapour and Wen-Guey Tzeng
26. November 2015



Unique Signhature Scheme

= Setup(1%) - m.

— Let k be the security parameter, and ny be the message
length, where ny = poly(k).

- Letn be 2t + 1, and [x] denote [x],, = x mod n, where
t € Nand n = 0(ny).

— Let g be a k-bit prime, G and G be two multiplicative
cyclicgroups of prime order q.

-H: {0,1} - {0,1}***"! be a cryptographic hash
function.

- F: {0, 1}t~ {0, 1}~ 140 phe 3 one-way
permutation.

= (k,nyg,n,q G Gr,g9,6 H,F)
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Unique Signature Scheme (cont.)

" KeyGen(m) — (sk,pk).
— A signer randomly chooses 2n exponents a; ; €p Zg and
computesA4; ; = g/, wherei € Z,, and j € Z,.
— These exponents have to satisfy the two requirements:

1. Foreveryi,i' € Zyandeveryj,j' € Z,, we haveaq; j = a; j, iff.
(i,j)) = (i',j"). It can be verified without knowing the
exponents by checking whetherevery 4; ; is unique.

2. Foreveryh € {1,2, ...,nT_l}, everyi € Z,, and everyj,j € Z,
we havea; ; + aji12p),js # 0.1t can be verified without knowing
the exponents by checking whetherevery 4; ; X Ajj12p)j) # 1.

sk = {(00,0» ao,1)» (611,0; a1,1)» Y (an—1,o» an—1,1)}

pk = {(Ao,o»Ao,l)» (A1,0rA1,1); Ty (An—l,O'An—l,l)}
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Unique Signature Scheme (cont.)

" Sign(m, sk,pk,m) - o
— To sign a message m € {0, 1} of n bits, a signer
generates the signature o as follows:

1. Use his publickey pk and the cryptographichash function
H to computex = H(pk Il m).

2. Use the one-way permutation F tocompute y = F(x || m).
3. Usethe cryptographichash function H tocomputez = H(y).

4. Leth = LSB;_1(z) +1,where LSB;_1 (z) is theleast
t — 1 significant bits of z. Use his secret key sk:

n—1
o = ‘ ‘ gai,z(i)a[i+h],z([i+h])
=0
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Unique Signature Scheme (cont.)

»Verify(m,pk,m,o) - {Yes, No}

— Suppose that the signer’s publickey pk is well-formed. A
verifier verifies a message-signature pair (m, o) of the
signer as follows:

1. Use the cryptographichash function H andsigner’s pk to
computex = H(pk || m).

2. Use the one-way permutation F tocomputey = F(x || m).

Use the cryptographichash function H tocomputez = H(y).

4. Leth = LSB;_1(z) + 1, where LSB;_1(z) is the least
t — 1 significant bits of z. Use signer’s publickey pk:

n-—1

é(0,9) = 1_[ é(A;2(i) Ali+hl z(i+n]))

1=0

11 Shiuan-Tzuo Shen, Amir Rezapour and Wen-Guey Tzeng
26. November 2015

w




Unique Signature Scheme (cont.)

= Consistency: If the signature o is well-formed, then

we have:
n—1
é(o,g) =é (1_[ g%z Hithlz((i+h]) g>
=0
n-—1
_ 1_[ 6(gau®), gli+lz(li+hD)
i=0
n-—1

= é(A,;,Z(i); A[i+h],z([i+h]))
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Unique Signature Scheme (cont.)

» Uniqueness: If there are two signatures (oq, 0, ) for the
same message m under a secret-public key pair
(sk, pk).
= Since gy and g, sharethe same

= x = H(pk Il m),
"y = F(xIllm)

"z = H(y)
" andh = LSB;_4(2) + 1.
n-—1
é(01,9) = 1_[é(Ai,z(i):A[i+h],z([i+h])) = é(03,9)

=0
Thus, it must be oy = 0, unless g is not a generator.

13 Shiuan-Tzuo Shen, Amir Rezapour and Wen-Guey Tzeng
26. November 2015




Efficiency

= Sign: 2Hash + Perm + (n — 1)Adqu +nMuly_+ Expg
" Verify: 2Hash + Perm + (n + 1)Pair + (n — 1)Mulg,_

Scheme Assumption SK (bits) PK (bits) Output (bits)
Micali et. al. RSA k Qk*+Dk+t k
Jager [-CDH 2nk (2n+2)¢ nt
Lysyanskaya [-CDH 2nk 2nt nt
Dodis et. al. [-DHI k 4 £
BLS CDH k £ £
Ours CDH 2nk 2né 4
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Security Proof

=" Theorem 1.
" Let k be the security parameter.

" Let 05 be the signing oracle of the unique signature scheme.
Supposethatan adversary queries at most g5 messages to
Og, and each query is handledin time t;.

" Let Oy be the random oracle of hashjtgmction H, where
n =2t + 1€ poly(k)andn = 572 Supposethat an

adversary queries at most g, messagesto Oy, and each
query is handledin time t,,.

= |f the (¢, €)-CDH assumption holds, the unique signature
scheme achieves (t — qpty — qsts,qs, 2e(n — 1)¢)
strongly existential unforgeability, where e is the Euler’s
number.
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Security Proof (cont.)

CDH(g,9%9")

Setup
I. Choose h* € {1,2,---;%_1}
Il i* €g Zy and by, byjeyp) € Z,

On

Maintainatable Ty = {(m,H(m))}
Choose x € {0,1}**"1 and H(m) = x

Os

As long as signing the queried message
doesn’t contain both instance of input
challenge, compute the combination of
known exponentsto compute the
signature oy,

[h* = h,z(i*) = by, z([i* +h*]) = b[i*+h*]]

26. November 2015

pk = {(Ao,0,40,1) (Ai*,bg*; 9w (gb'A[i*+h*],bfi*+h*] ), (An-1,0,4n-11)}

q
) H(m),m e {0,1} \
X
qs
m; € {0’1}710 6
O'mi
(m*,c*

A
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Security Proof (cont.)

* Theorem 2.
" Let k be the security parameter.
" Let ¢ bea positivereal number,wherel1/3 < ¢ < 1.

" Let t5 be the execution time of a malicious signer S, where
ts € poly(k).
= Supposethat hash function H is (ty, €g) collision resistant.

= Supposethat one-way permutation F is (tg, er) one-way.

_tg (ts _1)X2—cn—t+1 _
" [fwechooseey < 1 — e 2 , the unique

signature scheme achieves
ts (ts —1) (E—C)n —cn—t+1
tSJ€H+ 2 X 2\3 +2€F+t5><2
malicious signer resistance.
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Conclusion

=" We proposed a unique signature scheme on groups
equipped with bilinear map.

" Our unique signature scheme produces a signature
of only one group element.

" The security of the proposed scheme is based on
the computational Diffie-Hellman assumption in
the random oracle model.
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