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4 Updatable Public Key Encryption with Unlimited Update Times based on
lattice

FIHEA | Chen Kaiming

=] Updatable Public Key Encryption (UPKE) is an encryption scheme that

enables forward secrecy in secure messaging protocols by updating the
In the lattice—based UPKE, the update
operations will accumulate the error noise in the public key, which
leads to decryption failures. This drawback limits the upper bound of
In this paper, we aim

public and private keys.

their update times, which becomes a challenge.
to remove this bound and achieve a post—quantum UPKE with infinity
update times based on the ring learning with error assumption. We
formally prove the correctness and security of our proposal,
demonstrating its lower communication cost compared to the existing
solution. Furthermore, we show that our proposal can extend to other




lattice—based encryption schemes where additions are available over
the public and private key spaces.
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