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Session 2.
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Efficient Modular Inversion Resisting Side Channel Attack

R
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With the development of side channel attack (SCA), theoretically
proved secure cryptosystems, digital signatures, protocols, etc. are
no longer secure on internet of things (IoT) devices or PC. Targeting
the SCA weakness of binary extended euclidean algorithm (BEEA),
simple power analysis (SPA), cache-timing attack (CTA) and machine
learning based profiling attack (ML-PA) were conducted on RSA and
ECDSA with high success rate[Ald+17, Ald +19, ACSS17, DELAFE21]. [JW14]
and [BY19] proposed constant—-time modular inversion methods, which
can resist such attacks but lost efficiency. Our new constant—time
modular inversion algorithm, which combines the idea of BEEA and the
fact, for any integer A and B, GCD(A, B) = GCD(B, A-B) = GCD(A, A-B),
differs from them. It can resist SPA, differential power analysis
(DPA), timing attack, cache—timing attack of SCA and compute modular
inversion faster. We analyse SCA security and efficiency of our work

from a theoretical and experimental point of view.
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